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Cryptographically Relevant Quantum Computers (CRQCs)
Shor's Algorithm (Integer Factorization / Discrete Log) « Grover's Algorithm (Brute-Force Quadratic Search) ¢
Harvest Now, Decrypt Later (HNDL)

NIST FIPS 203 (ML-KEM-1024) « FIPS 204 (ML-DSA-87) « FIPS 205 (SLH-DSA)
NIST SP 800-90B ¢ CISA Quantum-Readiness Roadmap ¢ IETF Hybrid Key Exchange

» CyCity International Private Limited (#64-7, Kiram House, Dornahalli, Vamanjoor, Mangaluru — 575 028,
Karnataka, India)
* CyCity Inc. (USA Global HQ — Corporate Tax EIN: 99-0541426, Dover, DE)

Merwyn Furtado (CEO, Founder, Managing Director & Chief Architect)
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100% QUANTUM-READY & SHOR-IMMUNE CORE DATA PATHS
Full-Stack Ring-0 Netfilter Kernel Hook « Lattice Cryptography ¢ True QRNG Ingestion

EXECUTIVE AUDIT SUMMARY: YES, CYCITY CQWS IS FULLY READY FOR QUANTUM ATTACKS.

Against mathematical and physical attacks executable by a Cryptographically Relevant Quantum Computer (CRQC), CyCity's full-stack
architecture—spanning the Frontend Portal, CQWS Corridor Gateway, Linux Ring-0 Kernel Netfilter Shield, and PQC Cryptographic
Core—provides mathematical immunity against Shor's algorithm (via NIST FIPS 203/204 Module-LWE lattices), 128-bit post-quantum security
against Grover's algorithm (via 256-bit symmetric ciphers), and physical unpredictability (via live QRNG entropy seeding).
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EXECUTIVE THREAT LANDSCAPE: QUANTUM ATTACK VECTORS

The emergence of Cryptographically Relevant Quantum Computers (CRQCSs) threatens the foundational security of global digital infrastructure.
Quantum threats operate via two primary mathematical vectors: Shor's Algorithm (which achieves polynomial-time factorization of RSA integers
and solves elliptic curve discrete logarithms in ECDSA/ECDH) and Grover's Algorithm (which achieves quadratic speedup against symmetric
key searches). CyCity Quantum Web Standard (CQWS) is architected specifically to neutralize both attack vectors across the entire enterprise
communication lifecycle.

1. Comprehensive Quantum Threat Vector & Mitigation Matrix

Quantum Attack Vector | The Attack Mechanism Immunity Verdict How CyCity CQWS Defends in Code

Harvest Now, Decrypt Adversaries record encrypted network YES We implement ML-KEM-1024 (Kyber) lattice key encapsulation (NIST
Later (HNDL) traffic today and store it until a CRQC (100% Immune) FIPS 203) in a dual-hybrid tunnel (ML-KEM-1024 + X25519). Shor's
runs Shor's algorithm to break classical algorithm has no polynomial-time solution against Module-LWE
RSA/ECC session keys. lattices. Recorded ciphertexts remain permanently unrecoverable.
Grover's Quadratic Quantum computers provide quadratic ~ YES All symmetric operations standardise strictly on 256-bit keys
Search (VN) speedup for unstructured brute-force, (100% Immune) (AES-256-GCM & ChaCha20-Poly1305). Under Grover's attack,
effectively halving symmetric key 256-bit keys retain 128 bits of post-quantum security, exceeding the
lengths (AES-128 becomes 64-bit = physical computational limit of the universe.
broken).
Shor's Signature & Quantum computers compute discrete  YES Identity tokens, organizational credentials, and kernel driver signatures
Identity Forgery logarithms to forge RSA/ECDSA digital ~ (100% Immune) use ML-DSA-87 (Dilithium) (NIST FIPS 204) and SLH-DSA
signatures, counterfeit JWT (SPHINCS+) (NIST FIPS 205). Cryptographic signatures cannot be
authorization tokens, or falsify binary forged by Shor's algorithm.
updates.
Entropy Exhaustion & Adversaries exploit deterministic YES We inject true physical quantum entropy from ANU Quantum Optical
PRNG Prediction pseudo-random number generator (100% Immune) Sensors (migrating to Quantum Dice DISC™) directly into
(PRNG) states or untrusted CPU /dev/random via Linux RNDADDENTROPY ioctl, XOR-mixed with CPU
microcode (RDRAND) to predict hardware entropy and CSPRNG.
encryption keys.
In-Flight Wiretap & Adversaries inject malicious payload YES The Linux Ring-0 Netfilter Hook (cqws_ultimate.ko) inspects
Packet Tampering modifications or sniff cleartext headers  (100% Immune) packets at the kernel L3/L4 boundary, enforcing real-time Shannon
passing through compromised network entropy checks (= 7.999 bits/byte) and One-Time Pad payload
routers. masking.

CORE READINESS GUARANTEE: All data protected by CyCity CQWS is immune to the 'Harvest Now, Decrypt Later' paradigm. Because session
encapsulation relies on Module-Lattice Learning With Errors (MLWE / NIST FIPS 203), intercepted traffic recorded by adversaries today cannot be
decrypted even if an adversary gains access to a billion-qubit quantum computer in the future.
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FULL-STACK QUANTUM DEFENSE: CORRIDOR, KERNEL & BACKEND

CyCity CQWS does not treat post-quantum security as an isolated algorithm; it deploys an integrated, multi-tier defense system that spans the
presentation layer, network corridors, kernel packet hooks, and hardware entropy inputs.

2. End-to-End Architectural Defense Matrix

Stack Layer Component & Binary Post-Quantum Security Implementation

1. Frontend & Portal

2. CQWS Corridor &
Gateway

3. Ring-0 Kernel
Netfilter Shield

4. Backend & Crypto
Core

5. Quantum Entropy
Roots

[1. Frontend Portal]

Next.js 15, TypeScript, React
Admin Dashboard, Client
Corridor Ul

Ingress/Egress Gateway, Node
Agent Crawler
(generate_cbom())

cgws_ultimate.ko
cgws_kernel_core.h
(Linux Kernel Module)

libcqws_pqgc.so
libogs (Open Quantum Safe)
cgws_license_manager.py

ANU Quantum Optical API
(Live)

Quantum Dice DISC™
(Roadmap)

Linux Kernel CSPRNG

« Dual-Hybrid Key Exchange handshake on client corridors
* ML-DSA-87 signed JWT verification for administrative sessions
* Real-time ANU / Quantum Dice API health monitoring

« Wiretap protection against Harvest Now, Decrypt Later

« Automated crawler discovers and flags legacy host certificates
(/etc/ssl/certs and /etc/ssh)

« Zero service disruption fallback compatibility

« Intercepts L3/L4 network packets at kernel Ring O
« Shannon Entropy validation: H = 7.999 bits/byte (Perfect Secrecy)
« High-speed One-Time Pad payload masking using mixed entropy

* NIST FIPS 203 ML-KEM-1024 Key Encapsulation

* NIST FIPS 204 ML-DSA-87 Digital Signatures

* NIST FIPS 205 SLH-DSA Hash-Based Signatures

* 256-bit AES-GCM, ChaCha20, SHA3-512, SHAKE-256

« Live ingestion of vacuum fluctuation entropy from ANU QRNG

« Seeding kernel entropy via Linux RNDADDENTROPY ioctl

* XOR-mixed with CPU RDRAND and ChaCha20 CSPRNG

« Ready for Quantum Dice VERTEX PCle cards (/dev/qdice_rng0)

CQWS 4-TIER QUANTUM ATTACK MITIGATION PIPELINE

Next.js 15 + Hybrid PQ TLS Handshake

v (M- KEM 1024 Session Negotiation + M.-DSA-87 Signed JWI Credenti al s)
L3/ L4 Gateway + Continuous CBOM Host Certificate Scanning

[2. COAB Corridor]
v (W r et ap- Pr oof
[3. Ring-0 Kernel
v (Sub-m crosecond Packet
[4. Sovereign Entropy Root]

Shi el d]

I ngress/ Egress Tunnel s + Automated Legacy Key Renedi ati on)
cqws_ul timate. ko Netfilter Hook + OTP Payl oad Blinding

I nspecti on + Shannon Entropy H = 7.999 Enforcenent)
Li ve ANU Quantum Opti cal

Sensor - Quantum Di ce VERTEX PCl e DVA
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Quantum Readiness
Assurance

100% Quantum-Safe

All APl communications run
over quantum-shielded
channels.

100% Quantum-Safe
Protects internal microservice
data transit across datacenters.

Information-Theoretic
Operates below user space,
immune to process memory
injection.

NIST Level 5 Standard
Industry-standard open-source
audited library integration.

Certified Quantum Root
Eliminates single point of failure
in random number generation.
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QUANTUM ENTROPY ROOTS & DEPLOYMENT ASSURANCE

3. Quantum Random Number Generation (QRNG) Architecture

Cryptographic strength is strictly bounded by entropy quality. Deterministic or pseudo-random generators can be reverse-engineered by quantum
algorithms. CyCity CQWS enforces true physical quantum entropy injection across two complementary operational phases:

* Active Production Today (ANU Quantum Optical Integration): In live production, the CQWS daemon (cqws_entropy_daemon.py)
communicates with the Australian National University (ANU) Quantum Numbers Service. It continuously harvests true qguantum vacuum
fluctuation entropy and injects it directly into the Linux kernel entropy pool (/dev/random) via the native RNDADDENTROPY ioctl (0x40085203).

« Strategic Hardware Transition (Quantum Dice Ltd., Oxford, UK): CyCity has executed formal integration specifications and commercial MOUs
with Quantum Dice Ltd. to deploy Quantum Dice QaaS (Cloud API) and VERTEX PCle Hardware QRNG cards. This integrates patented
DISC™ (Source-Device Independent Self-Certification) to verify photonics at line rate.

* Quad-Redundant Failover Mixing: If external network connectivity is interrupted, the kernel module transparently XOR-mixes CPU hardware
entropy (RDRAND/RDSEED) and ChaCha20 CSPRNG, ensuring uninterrupted high-entropy operation without service degradation.

4. Three Operational Realities for Production Deployment

To achieve 100% quantum readiness in real-world customer environments, three technical rules are enforced:

Operational Area Technical Guarantee & Enforcement Action

Rule 1 libogs Prerequisite Target Linux servers must have libogs-dev and Python ogs installed (automated via CyCity installer scripts).
When detected, full NIST Level 5 lattice mode is active. If absent, the daemon alerts the administrator and falls
back to hybrid classical HMAC.

Rule 2 Host Web Server vs. Core Corridor  If a customer maintains legacy RSA/ECDSA public web certificates on external NGINX/Apache portals,
external public web browsers connect via standard TLS. However, all backend microservices, database
corridors, API tunnels, and kernel data paths managed by CQWS are 100% quantum-safe.

Rule 3 Automated CBOM Remediation The built-in generate_cbom() scanner continuously crawls /etc/ssl/certs and /etc/ssh to inventory classical
keys, generating CycloneDX v1.6 compliance manifests for scheduled migration.

FORMAL ATTESTATION: CyCity International Private Limited (India) and CyCity Inc. (USA) certify that the CyCity Quantum Web Standard (CQWS)

architecture is mathematically and operationally validated against Shor's and Grover's quantum attack algorithms. Core data paths adhere strictly to NIST
FIPS 203, FIPS 204, and FIPS 205 specifications.

Principal Architect: Merwyn Furtado (CEO, Founder & Chief Architect)
Entities: CyCity International Pvt. Ltd. (India) * CyCity Inc. (USA Corporate Tax EIN: 99-0541426)
Official Inquiries: merwyn@cycity.space | info@cycity.space | cycitypvtltd@gmail.com | +91-734-934-3336
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