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Post-Quantum Verdict 100% QUANTUM-SAFE CORE DATA PATHS | NIST Level 5 Lattice Cryptography

REGULATORY AUDIT NOTICE: This Cryptography Bill of Materials (CBOM) has been generated to satisfy regulatory and national cybersecurity compliance
mandates (CISA, MeitY, ISO/IEC 27001, NIST PQC migration). It details all active, hybrid, and legacy cryptographic primitives, hardware security boundaries,
and raw optical entropy sources within CQWS.
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EXECUTIVE SUMMARY & QUANTUM POSTURE SCORECARD

The CyCity Quantum Web Standard (CQWS) Cryptography Bill of Materials (CBOM) provides a transparent, exhaustive, and verifiable inventory of
all cryptographic algorithms, key lengths, entropy sources, hardware security roots, protocols, and implementation libraries across the entire CQWS
software ecosystem, kernel firewall modules, and billing portal platform.

Cryptographic Posture Scorecard:

Metric / Dimension Audited Status Specification & Technical Assurance

Spanning PQC KEMs, PQC Signatures, Symmetric Ciphers, Hashes, and

Total Cryptographic Assets 14 Core Primitives TRNGs
Post-Quantum Readiness 100% Quantum-Safe Core data paths, key transport, and tokens run NIST FIPS 203/204 Level 5
. . - Pluggable algorithm providers in user-space (I i bcqws_pqc. so) and kernel
hic Agil Full Agil Hot- | ) -
Cryptographic Agility ull Agility (Hot-Swappable) (cqus_ul ti mat e. ko)
Hardware Entropy Quality H = 7.999 bits/byte Quantum Dice DISC™ Photonic Integrated Circuit (PIC) optical entropy
Zeroization Speed 1.4 Nanoseconds Dedlcateq ng._l Key Vapor!zauon Engine
(cgws_ring_m nus_1_engi ne. sv)
i i |
e Ly R Active Automated Scan gener at e_cbon() continuously audits and flags host/ et ¢/ ssl / certs and

/ etc/ssh/
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1. COMPREHENSIVE CRYPTOGRAPHIC ALGORITHM INVENTORY

Asset ID Cryptpgr‘apl1|c Standard / Spec Xy e i Primitive Type NIST Level Implementation Location | Quantum Status
Algorithm Parameter

ML-KEM-1024

1024-bit Lattice

Key Encapsulation

i bcqws_pqc. so,

CBOM-PQC-01 (Kyber-1024) NIST FIPS 203 (3,168-byte Public Key) (KEM) Level 5 cqw_squcfdaerro_n. c, Quantum-Safe
/api/licensel/ping
CBOM-PQC-02  ML-DSA-87 (Dilithium-5)  NIST FIPS 204  2292-Dyte Public Key /o, vy cionature Level 5 sign_token. py,cqus_l | o0iim safe
4,595-byte Sig i cense_manager . py
SLH-DSA-SHA2-256s Stateless Hash-Based . . Kernel Driver Verification
CBOM-PQC-03 (SPHINCS+) NIST FIPS 205 (64-byte PK) Digital Signature Level 5 Engine Quantum-Safe
g g ) NIST PQC Round  1,793-byte Public Key / . . Ultra-Low-Latency }
CBOM-PQC-04 Falcon-1024 3 NTRU Lattice Digital Signature Level 5 Financial Gateway Quantum-Safe
256-bit Key / 96-bit IV/  Authenticated cqws_ul timate. ko
CBOM-SYM-01 AES-256-GCM NIST SP 800-38D 128-bit Tag Encryption Level 5 (Netfilter L3/L4 hook) Quantum-Safe
CBOM-SYM-02  ChaCha20-Poly1305  RFC 8439 235 biKe DGt autenticated Level 5 Mobile & Low-Power Bdge | \\0im safe
Nonce Encryption Gateways
512-bit Digest . cqws_kernel _core. h, )
CBOM-HSH-01 SHA3-512 NIST FIPS 202 (Keccak-p[1600)) Cryptographic Hash  Level 5 License Hashing Quantum-Safe
CBOM-HSH-02  SHAKE-256 (XOF) NIST FIPS 202 Yriable Digest/ Extendable Output  Level 5 S OEEREENAFYE Quantum-Safe
256-bit Security Matrix Sampling
CBOM-HSH-03  HMAC-SHA256 RFC 2104 256-bit Key / 256-bit  Message Level 3 Chained Audit Logs & Quantum-Safe
Tag Authentication Telemetry Integrity
., 256-bit Curve25519 + Next.js APl Routes & Node
CBOM-HYB-01 X25519 + ML-KEM-1024 IETF PQ/T Hybrid 1024-bit ML-KEM Dual Key Exchange  Level 5 Gateway Quantum-Safe
CBOM-ENT-01  DISC™ Optical QRNG  NIST SP 800-g08 > 10 Gbps Continuous  Quantum Phase Certified Hardware PCle / Quantum-Safe
Stream Noise setup_i dg_hw ng. sh
CBOM-ENT-02  Linux CSPRNG M CIECHEVD iy Software CSPRNG  Standard caws_license_manager | o qqjcq|
/ dev/ urandom  Pool . py
Asymmetric Legac Host OS Shor-Vulnerable
CBOM-LEG-01 RSA-2048 /| RSA-4096 PKCS #1v2.2 2048/4096-bit Modulus ,y gacy /etcl/ssl/certs,
Signature/Enc (Pre-PQC) (Flagged)
/etcl/ssh/
u . ECDSA (secp256rl/ 256-bit Weierstrass - . Legacy Host OS SSH Host Keys Shor-Vulnerable
CBOM-LEG-02 P-256) ANSI X9.62 AE Digital Signature (Pre-PQC) (ssh_host_*) (Flagged)
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2. HARDWARE ROOTS OF TRUST & ISOLATION HIERARCHY

CQWS HARDWARE SECURITY & CRYPTOGRAPHIC ROOT ARCHITECTURE

RING -1 KEY VAPORIZATION ENCLAVE cgws_ring_m nus_1_engi ne. sv

HARDWARE ASSURANCE

» 1.4ns Zeroization Engine: Instant hardware state & session key wipe on physical tamper / optical glitch LE(ETEY 1.4 NETESSEaEE

* Active Power Analysis Mesh: Monolithic optical tamper mesh & active Differential Power Analysis (DPA) defense

 Physical Isolation: Dedicated silicon die enclave isolated from host CPU & external buses Pligysiea) Spees St Bs ek

Protection: Anti-DPA / Tamper Mesh

v OPTICAL & HIGH-SPEED LOW-LATENCY MONOLITHIC BUS INTERCONNECT v
[TIER 2: APPLIANCE] ELOHIM 24 QUANTUM HSM™ PAT- CY- HSM 00 (FI PS 140-3 L4)

SECURITY CERTIFICATION

* 28,500+ ML-KEM-1024 ops/s: Hardwired Number Theoretic Transform (NTT) polynomial arithmetic ALUs FIPS Standard: 140-3 Level 4

« Direct DISC™ Interconnect: Direct high-speed optical DMA interface to Quantum Dice DISC™ PIC (= 1.0 Gbps)

» Dual System Bus: PCle Gen 5/ AXI5 host interface with PKCS#11 / Cryptoki & OpenSSL 3.x engines JlhrollghpUt2B:Skiops/sec
Entropy Source: Optical PIC (=1 Gbps)

v CRYPTOGRAPHIC DRIVER & LINUX RING-0 NETFILTER INTERFACE v

[TIER 3: HOST OS] HOST HARDWARE INTEGRITY & TPM 2.0 BINDING / et c/ machi ne-i d Bi ndi ng

HOST SPECIFICATIONS

* Cryptographic Node Fingerprint: Unique host identification bound to hardware /etc/machine-id & TPM PCRs Identity Standard: TCG TPM 2.0 / Secure
« Verifiable Node Credentials: ML-DSA-87 digitally signed JWT license tokens & live CBOM heartbeat telemetry Boot
* Kernel Memory Lockdown: Netfilter L3/L4 packet hook lockdown, eBPF inspection, and zero user-space leak Attestation: ML-DSA-87 Signed JWT

Isolation: Ring 0 Netfilter Hook

Detailed Hardware Root Specifications & Tamper Verification Matrix:

Security Tier Hardware Isolation Boundary Technical Capabilities & Zeroization Metrics Physical Security Standards

* 1.4ns Ultra-Fast Zeroization upon physical
tamper trigger

Tier 1 (Sub-Silicon) Ring -1 .Key quorlzatlon E.nclave » Monolithic optical tamper mesh & active Monolithic Silicon Die Enclave
cgws_ring_minus_1_engi ne. sv DPA/CPA power analysis defense
» Hardware-isolated ephemeral session key
storage

* 28,500+ ML-KEM-1024 ops/s with hardwired
NTT polynomial ALUs
Elohim 24 Quantum HSM™ « Direct high-speed optical DMA interface to
PAT- CY- HSM 00 Quantum Dice DISC™ PIC
* Dual PCle Gen 5/ AXI5 host interface with
PKCS#11 / OpenSSL cryptoki

Tier 2 (Appliance) FIPS 140-3 Level 4 Physical Security

« Unique cryptographic endpoint hardware

fingerprinting
. Host Hardware Integrity & TPM 2.0 « Verifiable organizational credentials & .
Tier 3 (Host OS) / et ¢/ machi ne-i d Binding ML-DSA-87 signed JWT tokens TCG TPM 2.0 / Secure Boot Attestation
« Kernel ring-0 memory lockdown and Netfilter hook
isolation
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3. RAW ENTROPY & RANDOM NUMBER GENERATION (RNG) INVENTORY

i ) Throughput & . e )
Entropy Subsystem Technology & Mechanism Quality Certification Implementation Path

Photonic Integrated Circuit (PIC) measuring > 1.0 Gbps line-rate direct  NIST SP 800-90B Passed Hardware PCle Add-in Card /

. ™ )
Quantum Dice DISC ggia;r:um vacuum fluctuations & laser phase DMA injection (H > 7.999 bits/byte) ASIC
. . Multi-point optical beam splitter vacuum 100 Mbps REST/gRPC live  Dieharder & NIST STS .
ANU Quantum Optical Bridge fluctuation state sampling via SSL bridge. entropy stream Verified cqus_anu_bri dge. py
. . Quantis hardware PCle random number 40 Mbps continuous AIS 31 PTG.3 & NIST SP .
. h .sh
ID Quantique PCle Bridge generator kernel driver module. hardware entropy 800-90B setup_idg_hwng. s

Operating system entropy pool mixed with
Linux Kernel CSPRNG hardware jitter and CPU RDRAND
instructions.

Line-rate local FIPS 140-2 Approved os. urandom() in License
/ dev/ ur andomaccess Manager

4. SOFTWARE LIBRARIES & PROTOCOL INTEGRATION MATRIX

Software Layer Component / Binary g%@:g;igg Supported Protocol Suites | Security Role

Linux Crypto API, Internal Netfilter Hook (L3/L4), Real-time line-rate packet
Linux Kernel (Ring 0) cqws_ul ti mate. ko Keccak-512, AES-NI WireGuard PQC tunnel, inspection, DDoS dropping &
hardware instructions Custom PQC Headers quantum encryption
8EZ:$?T1L§;é;Ib§?SST(Open Unix Domain Sockets Asynchronous ML-KEM-1024
PQC Daemon (Ring 3) cgws_pgc_daenon. ¢ &l i bcqws_pqc. so ' (/ var/run/ cqws. sock), encapsulation & ML-DSA-87
reference PQC .
. ) IPC Shared Memory signature offload
implementations
_ _ . Python cr ypt ogr aphy, HTTPS REST, TLS 1.3, N_odg activation, machine-id
License & Identity cqgws_l i cense_manager . py pycrypt odomne, native Verifiable JWT Credentials binding, heartbeat telemetry,
SHA-256 HMAC and local CBOM scanning
Z\iler:)efrgﬂtsomﬁféé’\c/)lse JWT HTTPS / TLS 1.3 with Enterprise node provisioning,
Web Billing Portal Next.js 14 API (/ api /| i cense/ *) Pgst r’eSQL AES—ZéG at Hybrid X25519 + license key issuance, CBOM
9 ML-KEM-1024 dashboard visualization

rest

5. AUTOMATED CBOM SCANNING & TELEMETRY WORKFLOW

CQWS nodes autonomously audit and report their local cryptographic environment back to the billing portal using the integrated gener at e_cbon()
engine:

PYTHON AUTOMATED CBOM SCANNING ENGINE (secure_binaries/cqws_license_manager.py)

# From /billing-portal/secure_binaries/cqws_|icense_manager.py (Section 2.5)
def generate_cbon():
chom = {
"timestanp”: datetine.utcnow().isoformat() + "Z",
"tls_certs_count": len(glob.glob("/etc/ssl/certs/*.pemt) + glob.glob("/etc/ssl/certs/*.crt")),

"ssh_keys_count": |en(glob.glob("/etc/ssh/ssh_host_*_key. pub")),

"l egacy_rsa_detected": Fal se,

"openssl _version": subprocess. check_out put ([ "openssl”, "version"]).decode('utf-8").strip()
}
# Eval uates whet her host contains |egacy RSA or ECDSA keys
for key in glob.glob("/etc/ssh/ssh_host_*_key. pub"):

if "rsa" in key or "ecdsa" in key:

cbon{ "l egacy_rsa_detected"] = True

return chom

« Ingestion Pipeline: Transmitted securely via encrypted ping to / api / | i cense/ pi ng.
» Telemetry Storage: Stored in PostgreSQL Act i veNode. cbonl nvent ory.
» Dashboard Display: Rendered dynamically in Act i veNodesVi ew. t sx with automated risk alerts when legacy RSA is detected on client machines.
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6. POST-QUANTUM MIGRATION & REMEDIATION ROADMAP
CQWS POST-QUANTUM TRANSITION & SOVEREIGN REMEDIATION TIMELINE

[PHASE 1: HYBRID CO-EXISTENCE] DUAL-HYBRID KEY EXCHANGE & LOCAL SCANNING Active Depl oyment Today

PHASE 1 STATUS
Deployment: Active Production
Primary KEM: ML-KEM-1024 (Kyber)

* Dual-Hybrid Key Exchange: ML-KEM-1024 + X25519 key encapsulation active on all ingress/egress tunnels
* Automated CBOM Telemetry: Endpoint generate_cbom() continuous scan audits host /etc/ssl/certs and SSH keys

« Zero Service Interruption: Full backwards compatibility with classical TLS 1.3 clients while securing data paths
Shor Defense: Wire-Tap Protected

v PQC-NATIVE TRANSITION & CERTIFICATE RE-KEYING MILESTONE v

[PHASE 2: PQC-NATIVE TRANSITION] MANDATORY POST-QUANTUM DIGITAL SIGNATURES Target: QL — Q2 2027

» Complete RSA/ECC Deprecation: Phase-out of RSA-2048/4096 and ECDSA host keys across all client PHASE 2 TARGETS
communications

* Mandatory ML-DSA-87 Signatures: All organizational JWT tokens, kernel driver binaries, and licenses use
ML-DSA-87

« Kernel-Level Verification: Linux Netfilter hook verifies incoming packets with hardwired lattice signature checks API Policy: Zero Classical Keys

Status: In QA / Testing
Signatures: ML-DSA-87 (FIPS 204)

v SOVEREIGN QUANTUM HARDWARE MATURATION & APPLIANCE DEPLOYMENT v

[PHASE 3: MONOLITHIC HARDWARE] ELOHIM 24 HSM & PHOTONIC ENTROPY ACCELERATION Target: QB 2027 Onward

 Datacenter HSM Deployment: Elohim 24 Quantum HSM™ PCle cards providing 28,500+ ops/sec hardware lattice PHASE 3 TARGETS
ALUs Appliance: Elohim 24 PCle HSM
* Pure Photonic Entropy: Line-rate Quantum Dice DISC™ PIC optical phase noise entropy (= 1.0 Gbps continuous) Entropy: DISC™ PIC (=1 Gbps)

* Ring -1 Vaporization: Hardware-enforced 1.4ns zeroization engine for physical tamper and sovereign root of trust Security: Information-Theoretic

Formal Post-Quantum Transition Milestones & Deprecation Matrix:

Migration Phase Target Timeline Cryptographic Capabilities & Key Algorithms Enterprise Security Impact

* ML-KEM-1024 + X25519 dual-hybrid key
exchange on all ingress/egress tunnels

» Automated gener at e_cbon() endpoint
scanning for legacy RSA/ECC inventory

* Full deprecation of RSA-2048/4096 across all
Phase 2: PQC-Native client communications
Transition Q1-Q22027 » Mandatory ML-DSA-87 digital signatures for all
organizational JWT tokens and licenses

Immediate quantum wire-tapping
defense; zero-interruption backwards
compatibility

Phase 1: Hybrid Co-Existence Active Deployment Today

Elimination of all Shor-algorithm
quantum vulnerabilities across network
APIs

« Direct datacenter deployment of Elohim 24
Phase 3: Monolithic Q3 2027 Onward Quantum HSM™ PCle cards Information-theoretic cryptographic
Hardware * Pure hardware optical entropy (Quantum Dice supremacy and sovereign root of trust
DISC™) with 1.4ns zeroization

7. FORMAL CBOM SIGN-OFF & ATTESTATION

Official Corporate Attestation Details

Submitting Entity (India) CyCity International Private Limited (Republic of India)
Submitting Entity (USA) CyCity Inc. (United States of America — Corporate Tax EIN: 99-0541426)
Lead Cryptographic Architect Merwyn Furtado (CEO, Founder, Managing Director & Chief Architect)
Official Corporate Emails merwyn@ycity. space sinfo@ycity.spaceecycitypvtltd@nmail.com
Official Telephone +91- 734- 934- 3336
Official Portals https://cycity.spaceeshttps://cycity.cloud
#64-7, Kiram House, Dornahalli, Vamanjoor, Kudupu, Mangaluru — 575 028, D. K.,

Physical Registered Office Kar nat aka, |ndi a

Attestation Verdict 100% POST-QUANTUM CRYPTOGRAPHIC INTEGRITY VERIFIED & AUDITED
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